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Strengthening governance, risk and
compliance in the banking industry

n absolute terms, banks have progressed farther than companies in many other industries in
I automating financial processes, and yet their gains may be proportionately smaller in terms of

the needs of a financial services industry sector. Banks have more to lose from inefficient financial
processes and they have faced intensified regulatory compliance demands, both in the case of general
regulation such as the Sarbanes-Oxley Act in the United States, the globally mandated industry-specific
demands of Basel I1, and region- or country-specific directives such as the United Kingdom’s Financial
Services and Markets Act or the anti-money laundering provisions of the USA PATRIOT Act. Banks have
increased their process automation efforts in response to those pressures, but in dong so they have
failed to distinguish themselves from the general trend to focus on the negative aims of cost control
and avoidance of regulatory sanctions. This conservative approach has ironically increased banks’
exposure to risk at the enterprise level even as it contributes to stronger risk management practices
within functions and business lines.

Through governance, risk and compliance (GRC) initiatives, some banks have begun to take a
more strategic view of financial processes that has both a defensive and an opportunistic aspect. GRC
programmes seek to embed rules and controls throughout the enterprise to enable greater visibility of
financial processes at all levels and a unified picture of risk at the top. Banks with effective GRC multiply
the efficiency advantages of more conservative automation efforts while providing accurate and timely
insight into the entire financial picture of the enterprise in order to support better decision-making by
senior executives.

|
About the su rvey is the responses of these executives upon which this
paper is based.
Of the banking respondents, 46% hailed from
Europe, 20% from North America and 18% from the
In the fourth quarter of 2008, on behalf of SAP, the Asia/Pacific region. One-quarter had positions in

Economist Intelligence Unit surveyed 446 senior the C-suite and another 41% were vice-presidents,
executives from ten industries about their views directors or heads of business units. Most respondents
on their financial processes and their attempts to served in the general management , finance, risk, IT,

improve them. Of this total, 71 came from banks. It or strategy/business development functions.
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Figure 1: What are the biggest problems with your current financial processes? Select up to three.
(% respondents)
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Source: Economist Intelligence Unit survey, 2009.

The ability to clearly understand one’s company-wide risk exposure is imperative today, in an industry
devastated by the credit crisis. Debate continues about which combinations of factors brought down some
of the worlds largest financial institutions and crippled others. Industry observers offer different theories
about what should have been done to avert the recent catastrophe and what ought to be done to avoid
afuture crisis. There is little debate, however, that banks need to develop a more rigorous approach to
GRC. Banks have internal incentives for better risk management, and they will also face retooled capital
adequacy requirements from the Bank of International Settlements, greater ongoing scrutiny from the
Federal Reserve and new compliance requirements from new regulatory bodies chartered to measure
systemic risk to the global financial system.

Banks clearly have a great deal of work to do both to meet new regulatory demands and reassure
stakeholders of the soundness of their decision-making. Banks are not strangers to accurate and timely
reporting, but their success in this respect has tended to occur sporadically within lines of business or
within internal control and auditing functions. As Figure 1 demonstrates, banks rank the proliferation of
manual processes as the greatest problem with their current financial processes. Conversely, as shown in
Figure 2, banks anticipating the benefits of automation give top marks to the decreased incidence of error
caused by manual processes.

However, those benefits are not easily achieved, especially for large banks with multinational
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Figure 2: What would be the biggest benefits of an initiative to standardise and automate your financial processes?
Select up to three.
(% respondents)

Cutting back on manual processes, decreasing risk of error

i<l
w

Enhancing data integrity

a
=

Reducing costs

w
=3

Freeing staff from routine number-crunching, redeploying into higher-value activities

w
o

Meeting compressed deadlines/improve response time

n

T m v
Ime
Qo
2 3
208
= E
ol o
d E
S| o
2l s
=3
g =
3
(v}
—+
=
o
Qo
o
o
Q
D
w
Qo
2
o
c
=1
o
~+
=0
(v}
D
S El
D
3
he)
=
N
K
[e¢]

Better compliance with regulatory requirements
3
Better visibility into origin of numbers and how they are calculated
1
Able to identify and resolve bottlenecks
1
Able to set risk thresholds, data access and other controls centrally

!
[N
=

-n!

ewer opportunities for fraud

!

Source: Economist Intelligence Unit survey, 2009.

Figure 3: What would be the biggest drawbacks of an initiative to standardise and automate financial processes? Select up to two.
(% respondents)
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Source: Economist Intelligence Unit survey, 2009.
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presence. Banks struggle with the difficulty of managing complex financial processes, such as those
required to track a given borrower’s obligations and dynamically gauge their impact on enterprise risk.
Banks also report the difficulty managing the diversity of lines of business and multiple regulatory
regimes. However, As Figure 3 shows, their greatest concern is simply the cost of the systems and process
redesign necessary to achieve standardised and automated financial processes.

The integration imperative

If banks have agonised about making such investments in the past, they are likely to be less hesitant now.
In order to avoid the kinds of exposures that humbled some of the largest institutions in the world, banks
clearly need a more integrated approach than they have traditionally followed.

Traditionally risk management has been undertaken within silos corresponding to lines of business
units and control functions dedicated to monitoring credit, market, liquidity, operational, legal
and compliance risk. The fruits of these governance, risk and compliance efforts were then factored
into decisions at the most senior levels, typically depending on diverse systems feeds and manual
interventions in order to reconcile discrepancies and present a more or less unified financial picture.

If this approach seemed “good enough” prior to the financial crisis, that is no longer the case. Banks
without standardised controls and the ability to coordinate risk on an enterprise level also lack the ability
to enforce uniform risk rules across lines of business. For example, a bank might enforce a conservative
policy with regard to subprime risks on the mortgage-lending side of the business, and yet have a more
aggressive posture toward collateralised debt obligations (CDOs) within its trading operations. Even in
cases where banks exercised due diligence in evaluating the risks of instruments such as CDOs, few were
in the position to execute the stress testing necessary to determine the potential impact of CDOs on the
entire portfolio in the event that the market froze and the investments’ paper value plummeted.

The challenge banks face is to dynamically track risks both in isolation and in terms of their
interdependencies. This requires not only learning the specific lessons about credit and liquidity risk
precipitated by the financial crisis but also institutionalising a collaborative culture of risk. To a significant
extent, this can be achieved by realigning existing responsibilities within an integrated structure.

“Institutions have grown in size and complexity through acquisitions or through just sheer internal
growth and they realised that they cannot continue if systems cannot talk to each other or that rely
heavily on manual intervention,” comments the former compliance chief of a major US money center
bank. “They need to attack this and create a more efficient process.”

Banks’ traditional silos of risk management need to give up the platforms that they have developed
within their fiefdoms and work in concert, the source argues. From an organisational point of view, each
tier of risk management constitutes a line of defense; the first is the business itself in its control self-
assessment capacity; the second comprises the various independent control functions corresponding to
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In which country are you personally located?
(% respondents)
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In which region are you personally based?
(% respondents)
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Western Europe 46

North America 20

Asia-Pacific 18

Middle East
and Africa 9

Latin America 6
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What is your primary industry?
(% respondents)

Eastern Europe 0

Financial services 100 .
Banking 100
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What are your organisation’s global annual revenues
in US dollars?
(% respondents)

$500morless 19
$500m to $1bn 13

$lbnto$5bn 12

$5bn to $10bn 13

$10bn or more 43
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In which sub-sector of financial services does your
organisation belong?
(% respondents)
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Which of the following best describes your job title?
(% respondents)

Board member
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CEO/President/Managing director

CFO/Treasurer/Comptroller

i
[

C10/Technology director
0

Other C-level executive
SVP/VP/Director
37

Head of Business Unit
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Head of Department
10

Manager

Other
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What are your main functional roles?
Please choose no more than three functions.
(% respondents)

Finance
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Risk
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General management

IT

Strategy and business development
Marketing and sales
Operations and production
Customer service
Information and research
s/

Supply-chain management
Human resources

R&D

Legal

Procurement
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